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1 Introduction

This document mainly introduces how to use the LwM2M features of BC95-G module.
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2 LwM2M AT

This chapter presents the AT commands for operating LwM2M function.

2.1. AT Command Syntax

Tablel:Types of AT Commands and Responses

This command returns the list of parameters and value ranges
Test Command AT+<x>=? . 4 .
set by the corresponding Write Command or internal processes.
This command returns the currently set value of the parameter

or parameters.

Read Command AT+<x>?

Write Command AT+<x>=<...> This command sets the user-definable parameter values.

Execution AT +<x> This command reads non-variable parameters affected by
Command internal processes in the UE.

2.2. Description of AT Commands

2.2.1. AT+NCDP Configure and Query CDP Server Settings

The command is used to set and query the server IP address and port for the LwM2M server. The values
assigned are persistent across reboots.

This command is available after the IMEI number has been set.

AT+NCDP Configure and Query CDP Server Setting

Write Command Response

AT+NCDP=<ip_addr>[,<port>] Update the CDP server configuration from the supplied
Parameters
OK

If there is any error, response:
+CME ERROR:<err>
Read Command Response
AT+NCDP? Return the current CDP server IP address and port.
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+NCDP:<ip_addr>,<port>

If CDP server is not set, response:
+CME ERROR:<err>

Maximum Response Time 300ms
Parameter
<ip_addr> A dot notation IPv4 address. IP addresses can be specified in decimal, octal or

hexadecimal notation. Only IPv4 is supported

<port> Integer type. Unsigned integer. The range is 0-65535. If port O is provided, the
default port (5683) will be used. If no port is specified, the previously set port will be
used. If no port is specified, and no port was previously set, the default port will be
used.

Example

AT+NCDP=192.168.5.1,5683
OK

AT+NCDP?
+NCDP: 192.168.5.1,5683
OK

2.2.2. AT+QREGSWT Set Registration Mode

The command is used to set registration mode after the module reboot.

® |f set <type>to 1, after reboot and attached to network, the module will trigger automatic registration.

® |f set <type> to 0, after reboot and attached to network, the module will send REGISTERNOTIFY
message to the device, then the device triggers registration by command AT+QLWSREGIND.

It will give an <err> code and description as an intermediate message if the message cannot be sent.
Please refer to Chapter 7 for possible <err> values.

AT+QREGSWT Set Registration Mode

Write Command Response
AT+QREGSWT=<type> OK

If there is any error, response:
+CME ERROR:<err>
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Read Command Response

AT+QREGSWT? +QREGSWT: <type>
OK

Maximum Response Time 300ms

Parameter

<type> Integer type. Registration mode.

0 Manual mode.
1 Automatic registration mode

Example

AT+QREGSWT=1
OK

AT+QREGSWT?
+QREGSWT:1
OK

2.2.3. AT+QLWSREGIND Register Control

The command is used to control module to launch register, deregister or update to the loT platform. It will
give an <err> code and description as an intermediate message if the message cannot be sent. Please
refer to Chapter 7 for possible <err> values

AT+QLWSREGIND Register Control

Write Command Response
AT+QLWSREGIND=<type> OK

If there is any error, response:
+CME ERROR:<err>

Maximum Response Time 300ms
Parameter
<type> Integer type. Registration mode.

0 Manual mode.
1 Automatic registration mode
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3 Interaction with Leshan server

Leshan Server(https://leshan.eclipse.org) is an open source LwWM2M server. It provides support for
some standard LwM2M objects.

3.1. Manually Register to Leshan Server

AT+CGATT? /IQuery the PS service attach status.

+CGATT:1 /IAttached to the PS service.

OK

AT+CGSN=1

+CGSN:867725030029312 /IGet the IMEI number, it will be treated as the endpoint name
/lwhen we register on the Leshan server

OK

AT+NCDP= 5.39.83.206,5683 //ISet Leshan server IP address and port.

OK

AT+QREGSWT=0 //[Set manual registration mode..

OK

AT+NRB

/IRebooting

REBOOT_CAUSE_APPLICATION_AT

Neul

OK

REGISTERNOTIFY /IAttached to network

AT+QLWSREGIND=0 /IStart to register to Leshan server.

OK //If the registration mode is set to automatic mode,
/lwe do not need to execute this command, but we need to
/lreboot the module

+QLWEVTIND:0 /ISuccessful registration indication.
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3.2. Query module information on the Leshan server

1. Open the Leshan server and find your device on the client list interface. We use the IMEI number as
the endpoint name. As shown below.

& Leshan Server Demo X |
(& Q @* https://leshan.eclipse.org/#/clients | ass ﬁ
1A B quectel R EME @ ~0tEE ~DEE..
0728758
PM
STF4-fit-343362355936 XERCWUOHEP Aug 6, 2018 Aug6. @
811:11PM 2018
81353
P
Iwm2melientUNIMI yieSIM50ar  Aug 2, 2018 Augb, @
51117PM 2018
8:58:17
PM
dfadasf2342366 S3CVIBBGA  Aug6, 2018 Augb, @
5:5045PM 2018
5.50:45
P
STF4-fit-34305233A631 aSKUVIGWO4 Aug 6, 2018 Augb, @
60757 PM 2018
6:11:44
PM
867725030029312 zvMePXguce Aug 6, 2018 Augb @
85836 PM 2018
8:568:36
PM
Figure l:client list
2. Click the “Observe” button of the /1/0 resource to query the LwM2M Server information.
LwM2M Server . v
Create Mew Instance
Instance 0 W Read Write Delete
Short Server ID Observe » M | Read 0
Lifetime Observe | B | Read | | Write 86400
Default Minimum Period Observe » | W Read | Write 0
Default Maximum Period Observe | W Read | Write 0
Disable Exec &
Disable Timeout Observe » B | Read | Write
Motification Storing When Disabled or Observe B | Read  Write false
Offline
Binding Observe » W | Read  Write u
Registration Update Trigger Exec &

Figure 2:Query LwM2M Server information
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3. Click the “Observe” button of the /3/0 resource to query the Device information.

Device = ™
Instance 0 B Read  Write Delete
Manufacturer Observe » M Read
Maodel Number Observe » M Read
Serial Number Observe | W Read
Firmware Version Observe » W Read Quectel@Hi15RM1-
HLB_V1.0@BC35GJBRO1A01BET
Reboot Exec &
Factory Reset Exec |&F
Available Power Sources Observe » MW Read
Power Source Voltage Observe | W Read 3578
Power Source Current Observe » W Read
Battery Level Observe » W Read 99
Memory Free Observe » W | Read
Error Code Observe » W Read
Reset Error Code Exec 4%
Current Time Observe » W | Read | Write
UTC Offset Observe » W | Read | Write
Timezone Observe » M Read Write
Supported Binding and Modes Observe » MW Read
Device Type Observe » M Read
Hardware Version Observe | W Read
Software Version Observe » W Read
Battery Status Observe » W Read
Memory Total Observe » W | Read
ExtDevinfo Observe » W Read

Figure 3:Query Device information

4. Click the “Observe” button of the /4/0 resource to view the Connectivity Monitoring information.

Connectivity Monitoring . R
Instance 0 W Read Write  Delete

Network Bearer Observe » W Read

Available Network Bearer Observe » M | Read

Radio Signal Strength Observe » W Read -808

Link Quality Observe » W | Read

IP Addresses Observe » M | Read

Router IP Addresses Observe W || Read

Link Utilization Observe » W Read

APN Observe » W Read

CellID Observe » W Read 137282770
SMNC Observe » W Read

SMCC Observe » M | Read

Figure 4:Query Connectivity Monitoring information
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3.3. Use Leshan server for FOTA upgrade

BC28/BC35G/ FILE Sever
BC95(JB) (CoAP)

+QLWEVTIND: 0
Register
+QLWEVTIND: 3
| |
l observe |
| /5/0/3 |
ACK ;i

I
+QLWEVTIND:5 || |
|

Write /5/0/1 Package Url

ACK >
I

GET BLOCK

Response BLOCK:

1
GET BLOCK
|
Response BLOCK:

|
|
l—Notify/5/0/3—>|
': ACK: !
| |
[€———Excute /5/0/2———|

: ACK >

FIRMWARE UPDATING

FIRMWARE UPDATE SUCCESS

+QLWEVTIND: 3

Y

\ 4

|
I
|
|
|

i

I‘
FIRMWARE DOWNLOADING :
|
|

<
FIRMWARE DOWNLOADED
|

Register

FIRMVARE UPDATE OVER
I

|
I
I
v v

I
I
|
I
I
I
|
|
|
I
|
|
|
|
|
I
|
|
I
I
|
|
|
|
I
I
I
|
I
I
I
|
I
|
|
|
I
I
v

Figure 5:FOTA upgrade flow chart

1. Subscribe to the 5/0/3 and/5/0/5 resources as soon as the module is registered with the platform
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Firmware Update

Instance 0 Observe » W | Read Write  Delete
Package Write
Package URI Observe » W | Read  Write
Update Exec &
State (oY 8 W | | Read 0
Update Result B Read 0
PkgMame Observe » W | Read
PkgWersion Observe » W | Read
Firmware Update Protocol Support Observe » M Read
Firmware Update Delivery Method Observe » M Read

Figure 6:subscribe /5/0/3 and /5/0/5
2. In the case where the /5/0/3 state is 0, the differential package URI can be issued. Click “Write” after

/5/0/1, the following dialog box pops up, enter the URI of the differential package in the input box, click
the update button, and issue the URI.

Package URI

Value ap.fa7 100 63 1745683 firmwarePackage/BETADS08-0808BETA bin ‘

Figure 7:Package URI input box

3. After the successful delivery, the “Write” button turns green, /5/0/3 value becomes 1

Firmware Update = v
Instance 0 Observe » M || Read | Write | Delete
Package Write
Package URI Observe » M || Read N/LG c0ap:/147.100.63.174:5683

IfirmwarePackage
[BETADE08-0808BETA.bin

Update Exec  &F

State Observe b [ _RERSCED 1
Update Result B | Read 0
Pkghame Observe » W Read

Pkg\Version Observe » W Read

Firmware Update Protocol Support Observe » M Read

Firmware Update Delivery Method Observe » M Read

Figure 8:Successfully issued the url
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4. After the download is successful, the value of /5/0/3 becomes 2

Firmware Update ° ~
Instance 0 Observe » M Read Write | Delete
Package Write
Package URI Observe » W Read m
Update Exec #*
State (oL o W || Read
Update Result B Read
Prkghame Observe » W Read
Pkg\Version Observe » W Read
Firmware Update Protocol Support Observe » W | Read
Firmware Update Delivery Method Observe » | M | Read

Figure 9:download successful

5. After the download is successful, click the “Execute” button of /5/0/2 to trigger the module update.
If triggered successful, the “Execute” button turns green, and the /5/0/3 value becomes 3.

Firmware Update 2 ~
Instance 0 Observe » W Read Write  Delete
Package Write
Package URI Observe » | M| Read m
Update Exec ##
State Observe b [JL_RERSEES
Update Result Observe b I BERSEER
PkghName Observe » W Read
Pkg\Version Observe » MW | Read
Firmware Update Protocol Support Observe » | M || Read
Firmware Update Delivery Method Observe b W Read

Figure 10:Trigger upgrade successfully
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4 Related URCs

Table2:Related URC

Index
[1]
[2]
[3]
[4]
[5]
[6]
[7]
[8]
[9]

URC

+QLWEVTIND:O

+QLWEVTIND:5

FIRMWARE DOWNLOADING
FIRMWARE DOWNLOADED
FIRMWARE DOWNLOAD FAILED
FIRMWARE UPDATING
FIRMWARE UPDATE SUCCESS
FIRMWARE UPDATE FAILED

FIRMWARE UPDATE OVER

BC95-G_LwM2M_Application_Note

Description

Module successfully registered to LWM2M server

The server successfully subscribed to the 5/0/3 resource
Module starts downloading differential packet data
Module download differential packet data completion
Module failed to download differential packet data

Mode starts to upgrade

Module upgrade succeeded

Module upgrade failed

Module upgrade over
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